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UNDERSTANDING 

COMPUTER BACKUPS  



OVERVIEW  

ÅWhat is this Data I need to backup? 

ÅUnderstanding hardware/software 

relationships 

ÅWhy should I backup? 

ÅBackup Types & Methods 

ÅRecommendations 

ÅResources 



BASIC BACKUP COMPONENTS  

SOFTWARE VS  HARDWARE  

ÅWhat is this software I need to backup? 

ÅWhere does it reside? 

ÅHow does this software relate to the hard drive? 

ÅPhysical hard drive versus pseudo hard drives 

 

 



HARD DRIVE PRIMARY  

SOFTWARE COMPONENTS  



TYPICAL SOFTWARE COMPOSITION  

ÅSystem ï (Windows Operating system) 
Å Core components 

Å Drivers 

Å Registry 

ÅPrograms (Applications) 
Å Office programs (MS Office, Open Office, etc,)  

Å Financial programs (Quicken, Quickbooks, etc.) 

Å Graphics programs (Photoshop, Irfanview, Picasa, etc.) 

Å Players (Winamp, Windows Media Player, etc.) 

Å Games (Flight Simulator, Minesweeper,  etc.)  

Å Utilities (screen capture, CCleaner)  

Å Other (Browsers, Anti-Virus, Mapping, CD/DVD Burners)  

ÅPersonal Files 
Å Photos 

Å Music 

Å Documents 

Å Financial Records 

Å Address book 

 



SYSTEM OR INSTALLED 

APPLICATION FILES  

ÅA collection of small and large shared files propagated throughout 

the operating system. 

ÅAggregate of files depend upon each other to execute various 

tasks. 

ÅThey cannot be separated once integrated (installed) into the 

operating system 

ÅBecause of this, a typical installed application can only be backed 

up with the complete operating system environment 

ÅSome exceptions exist:  

ÅPortable applications 

ÅLive bootable operating systems like some Linux distros 



TYPICAL S/W INSTALLATION  

ÅChecks for existing versions of the software 

ÅCreates or updates program files and folders 

ÅAdds configuration data such as configuration 

files, Windows registry entries or environment variables 

ÅMakes software accessible to the user such as 

creating links, shortcuts or bookmarks 

ÅConfigures components that run automatically, such 

as daemons or Windows services 

ÅPerforms product activation 

ÅUpdates software versions 

 



PERSONAL FILES  

ÅCan be saved/moved without the application. 

ÅViewed or executed using an application. 

ÅExamples: 

ÅPicture 

Åfile (JPG, GIF, PNG, BMP, etc.) 

ÅApplication (Irfanview, Paint, Faststone, etc.) 

ÅDocument 

ÅFile (doc, txt, rtf, pdf, etc.) 

ÅApplication (Office, Adobe, etc.) 

ÅMusic 

ÅFile (MP3, WMA, WAV, etc.) 

ÅApplication (Winamp, VLC, Audacity, etc.) 

 



TYPICAL HARD DRIVE  



BASIC HARD DRIVE ARCHITECTURE  

  



HARD DRIVE PARTITIONS  

ÅA physical hard drive can contain one or more 

partitions 

ÅA hard drive with one partition is typically referred to as 

the ñCò drive 

ÅA physical hard drive can be partitioned to make it look 

and act like multiple drives 

ÅMost new computers with one physical drive already 

have more than one partition 

ÅNew systems typically contain a small hidden 

system/boot partition and a recovery partition that 

allows reinstallation of the original operating system 



VIEWING HARD DRIVE PARTITIONS  

ÅUtilities exist to view and edit hard drive partitions 

ÅWindows 7, 8 and 10 Disk Management 

ÅControl Panel/System and Security/Administrative Tools 

ÅCreate and format hard disk partitions 

ÅEaseUS Partition Master (free version available) 

Åhttp://www.partition-tool.com/personal.htm 

 

http://www.partition-tool.com/personal.htm
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DRIVE PARTITIONS  



HARD DRIVE WITH 4 PARTITIONS  

ALSO SHOWN IS 8G FLASH DRIVE  



DUAL HARD DRIVE SYSTEM  

WITH 3 PARTITIONS ON DISK 0  



WHY HAVE PARTITIONS?  

ÅSeparate operating system and programs from user files 

ÅSmaller images required to backup the operating system 

ÅKeep frequently used data near each other 

ÅEasier to recover a corrupted file 

ÅHave a different operating system on another partition  



BACKUP TYPES  

ÅRegistry ï Part of the Windows system that contains a 

collection of databases of configuration settings. This is 

a specialized and limited backup that is easy to do and 

will recover many system failures but not any personal 

data 

ÅFile ï Stand-alone single piece of data such as a picture, 

a document, a song. While a file could be spread across 

multiple disk tracks, a file copy will concatenate it as a 

single file. 

 



BACKUP TYPES - IMAGE  

ÅMakes a copy of everything on a hard drive partition; 

data, programs, settings, operating system in a single file 

except for the free space. 

ÅThe data copied is a mirror image (sector by sector) of 

where the data existed 

ÅIf hard drive is partitioned an image could be created for 

only one partition or multiple partitions 



BACKUP TYPES - CLONE  

ÅDuplicates the whole hard drive with all partitions 

including free space 

ÅExact replica such that the cloned hard drive could 

transparently be exchanged with the original. 



DRIVE IMAGE VERSUS CLONE  

ÅImaging and cloning can both make exact copies of your 

hard drive 

ÅMost imaging programs allow you to restore individual 

files from the backup 

ÅImaging provides more backup choices 

ÅCloning is simpler if you are upgrading or replacing your 

hard drive  

ÅCloning requires the dedicated use of another hard drive 

ÅCloning requires running two drives on the same PC 

 



COMMON DATA LOSS ISSUES  

ÅVirus/Malware 

ÅHard drive failure 

ÅData corruption 

ÅAccidental deletion 
 



DATA RECOVERY SOLUTIONS  

ÅOperating System & Applications 

ÅYou have a backup Image ï Easy and reasonably fast 

ÅYou donôt have a backup Image ï Difficult and time consuming 

ÅPersonal Files 

ÅYou have a back up - Easy 

ÅYou donôt have a backup -  

ÅAlmost impossible and not practical 

ÅMay be possible using expensive recovery services 

 

 

 



SYSTEM DATA LOSS RECOVERY SOLUTIONS  

ÅLoad your backup copy (an hour or two) 

ÅUse boot disk 

ÅInstall system 

ÅRebuild your system from scratch (a day or two) 

ÅInstall original system (disk or flashdrive) 

ÅInstall all Windows updates 

ÅInstall drivers for added hardware (i.e. printer) 

ÅInstall application programs 

ÅInstall application updates 

 



RELOAD SYSTEM - DETAILS  

Obtain copy of original system disk 

Å CD/DVD may have been provided with original system 

Å New computer Installation may have required owner to build a system restore set 

Å Could be on a special partition of the original hard drive 

Å Possible to purchase a replacement system disk from the manufacturer or third party 

Å If above options donôt include drivers then you must find and install them yourself 

After reinstallation of system 

Å Update system with all windows patches 

Å Delete all embedded crapware 

Å Install and test any special drivers for added hardware such as printers, video bds, etc. 

Å Customize operation system to reflect your use (icons, desktop, shortcuts, etc.) 

Install all application programs (you do have original installation disks?) 

Å Update all applications with patches 

Å Customize application to reflect your use 

The following month or two 

Å Continue installing things you forgot 

Å Continue retuning the interface you were previously happy with 

 



FILES YOU CAN EASILY FORGET  

ÅData that is created using personal S/W programs 

ÅFinancial like Quicken or Quickbooks 

ÅEmail & Address book like those in Outlook 

ÅFavorites created by browsers 

ÅMap files created by programs like Delormeôs Street Atlas 

ÅTax programs 

ÅOther personal files you may want to save 

ÅDesktop 

ÅOffice personal dictionary 

 

 



BACKUP SOFTWARE - IMAGE  

ÅMicrosoft Operating System 

Å Vista, Windows 7, 8, 10 

ÅThird Party ï Free 

ÅMacrium Reflect (also a paid version) 

ÅOthers also available 

ÅThird Party ï Paid 

ÅAcronis True Image 

ÅEaseUS Todo Backup 

ÅOthers also available 

 


